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Contenido

Curso Cisco CCNP Enterprise ENCOR
Parte 9: Seguridad

1. INTRODUCCION

Presentacioén

2. NAT (NETWORK ADDRESS TRANSLATION)

Fundamentos de NAT
Configuracion de NAT

Practica: Configuracion de NAT

3. SECURE NETWORK ACCESS CONTROL

Network Security Design

Next-Generation Endpoint Security

Network Access Control (NAC): 8021x

Network Access Control (NAC): MAB y WebAuth
Next-Generation NAC: TrustSec

Next-Generation NAC: MACsec

4. NETWORK DEVICE ACCESS CONTROL

Access Control Lists (ACLs)

Port ACL y VLAN ACL

Préactica: Access Control Lists (ACLs)
Terminal Line y Password Protection
Practica: Terminal Line y Password Protection
Modelo AAA: Tacacs+

Modelo AAA: Radius

5. INFRAESTRUCTURE SECURITY

)



Zone-Based Firewall (ZBFW)
Practica: Zone-Based Firewall (ZBFW)
Control Plane Policing (CoPP)
Practica: Control Plane Policing (CoPP)

Device hardening
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